University of Oxford Estates Services, 
Collegiate Accommodation Support Service (CASS) 
Privacy & Data Handling Notice

The Collegiate Accommodation Support Service (CASS) is a University of Oxford service that supports eligible graduate students in securing accommodation across participating Oxford colleges and Permanent Private Halls (PPHs).
This Privacy & Data Handling Notice explains how CASS collects, uses, stores, shares and protects personal data in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and the University of Oxford's Data Protection Policy.
CASS is committed to handling personal information lawfully, fairly and transparently, ensuring that all personal data is processed securely and only for legitimate purposes connected with the operation of the service.
Data Controller
The University of Oxford is the Data Controller for personal data processed by CASS.
If you have any questions regarding how your personal data is processed, please contact:
Information Compliance Team
Email: data.protection@admin.ox.ac.uk   
Personal Data We Collect
Depending on your application, CASS may collect and process the following information:
· Full name
· Student number
· University email address and contact details
· College or Permanent Private Hall
· Programme of study
· Student status (incoming or continuing)
· Course start date
· Financial declaration status
· Accommodation preferences
· Accessibility requirements
· Health, disability, welfare or pastoral information voluntarily provided by you where relevant to your accommodation requirements
· Correspondence relating to your accommodation application

Lawful Basis for Processing
Your personal data is processed where necessary:
· to perform a task carried out in the public interest as part of the University's provision of student services;
· to exercise the University's official functions in administering collegiate accommodation support;
· to carry out legitimate administrative activities connected with assessing eligibility, allocating accommodation and supporting accommodation placements;
· where you have provided explicit consent for the processing of any special category personal data.

How We Collect Your Information
Information may be collected through:
· the CASS online application form;
· email correspondence;
· referrals from colleges, departments or University services;
· information voluntarily provided by you in support of your application.

How We Use Your Information
Your personal data is used only for purposes connected with administering the CASS service, including:
· assessing eligibility;
· matching applicants with suitable accommodation opportunities;
· facilitating accommodation offers with participating colleges and PPHs;
· supporting communication between applicants and participating colleges where necessary;
· assisting in resolving matters relating to accommodation arranged through CASS;
· monitoring service performance;
· producing anonymised statistical reports.

Communications Following an Accommodation Placement
Where accommodation has been arranged through CASS, the Service may continue to communicate with students and participating colleges where necessary to support the successful completion of the accommodation placement.
This may include contacting students regarding accommodation documentation, licence agreements, outstanding actions, rent-related queries, or encouraging communication where a student has ceased engaging with their Host College.
CASS does not manage tenancy or licence agreements on behalf of participating colleges and does not replace each college's own accommodation management processes.
Who We Share Information With
Where necessary, your information may be shared with:
· participating Host Colleges and Permanent Private Halls;
· your Home College;
· relevant University departments involved in student accommodation or student support.
Information will only be shared where necessary to:
· assess eligibility;
· facilitate accommodation allocations;
· administer accommodation placements;
· support communication relating to accommodation arranged through CASS.
All information is shared securely and in accordance with University data protection requirements.
International Transfers
CASS does not routinely transfer personal data outside the United Kingdom.
Where a third-party system requires international data processing, appropriate safeguards will be applied in accordance with UK GDPR and University policy.
Data Security
Your information is stored securely using University-approved systems.
Access is limited to authorised members of staff and protected through appropriate technical and organisational security measures.
Data Retention
Personal data is retained only for as long as necessary to administer the CASS service and fulfil legal and administrative obligations.
Normally, application records will be retained until the end of the relevant academic year, plus one additional year for reporting and audit purposes, unless a longer retention period is required under University policy or applicable legislation.
Your Rights
Under UK GDPR, you have the right to:
· access your personal data;
· request correction of inaccurate information;
· request erasure where applicable;
· request restriction of processing;
· object to processing where appropriate;
· request portability of your data where applicable;
· withdraw consent where processing is based upon consent.
Requests should be directed to the University's Information Compliance Team.
Complaints
If you have concerns about how your personal data has been handled, you should first contact the University's Information Compliance Team. You also have the right to raise concerns with the Information Commissioner's Office (ICO).

Further Information
Further information is available within the University's:
· Data Protection Policy
· Student Privacy Policy
· Information Compliance webpages

